SCHOOL OF CONTINUING EDUCATION
HONG KONG BAPTIST UNIVERSITY

Ordinances and Guidelines

A. General Statement
All part-time teaching staff are required to observe and comply with Prevention of
Bribery Ordinance, Confidentiality and Personal Data Privacy, and Equal
Opportunities Legislation including the Sex Discrimination Ordinance, the Disability
Discrimination Ordinance, the Family Status Discrimination Ordinance and the Race
Discrimination Ordinance.

1. Prevention of Bribery Ordinance
Under the Prevention of Bribery Ordinance (Cap. 201), the Hong Kong Baptist
University is a “public body”. All staff members of the School come under the
definition of “public servants” as stated in the Ordinance, and are therefore governed
under this Ordinance.

2. Confidentiality and Personal Data Privacy
2.1 Part-time teaching staff, by virtue of their duties, may have access to various kinds
of confidential information about the School and its students. Please be reminded
not to divulge confidential information to any person not authorized to receive it,
nor to use such information for personal benefits under any circumstances.

2.2 The University and the School respect the privacy of personal data and is
committed to fully complying with the Personal Data (Privacy) Ordinance (“the
Ordinance™) and the data protection principles of the Ordinance. All part-time
teaching staff are required to observe and comply with the Ordinance. Please
read the Guidance Notes on Protection of Personal Data of the School at the Annex.
Details of the Hong Kong Baptist University’s Privacy Policy Statement can be
found at the HKBU’s website.

3. Equal Opportunities Legislation
3.1In accordance with the Equal Opportunities Legislation including the Sex
Discrimination Ordinance (SDO), the Disability Discrimination Ordinance (DDO),
the Family Status Discrimination Ordinance (FSDO) and the Race Discrimination
Ordinance (RDO), it is unlawful for anyone to discriminate against a person on the
grounds of sex, pregnancy, marital status, disability, family circumstances and
race.


http://www.hkbu.edu.hk/eng/about/privacy.jsp
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3.2 Part-time teaching staff should observe and comply with the Equal Opportunities
Ordinances, and should not engage in any behavior which will be potentially
against the ordinances during their performance of duties. Failure to comply with
the legislation could render the University and the individual concerned liable to
legal action.

3.3 The useful guidance on the requirements of the legislation as contained in the
Codes of Practice on Employment on SDO, DDO, FSDO and RDO issued by the
Equal Opportunities Commission can be viewed via the Equal Opportunities
Commission’s website at http://www.eoc.org.hk.

3.4 The University and the School act to ensure dignity at work and study.
Harassment or victimization of any form will not be tolerated. The University’s
Equal Opportunities Panel will handle grievances, complaints or allegations
relating to discrimination or harassment on grounds covered under the SDO, DDO,
FSDO and RDO. The guidelines on “How to handle Sexual Harassment” is
available on the HKBU’s website. A set of Procedures on Handling of
Complaints on Discrimination/Harassment ~ (on  grounds covered by
Equal Opportunities Ordinances) is in  place to work towards
the elimination  of discrimination/harassment and providing a proper channel
for redress if and when it does occur. Copy of the set of procedures could be
obtained from the Human Resources Section of the School.
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SCHOOL OF CONTINUING EDUCATION Guidance Notes to

HONG KONG BAPTIST UNIVERSITY Part-time Teaching
Staff about
PROTECTION OF PERSONAL DATA e andl

The School of Continuing Education (“the School”) of Hong Kong Baptist
University (“the University”) respects the privacy of personal data and is committed to
fully complying with the data protection principles and all relevant provisions of the
Personal Data (Privacy) Ordinance (“the Ordinance”). All part-time teaching staff are
also required to observe and comply with the Ordinance. Details of the University’s
Privacy Policy Statement can be found at the HKBU’s website.

While requirements of the Ordinance and the University’s policies should be
referred and adhered to at all times, the following guidance notes are prepared for internal
reference.

Guidance Notes on Protection of Personal Data

. Personal Data (Privacy) Ordinance'***

The Ordinance is underpinned by the Six Data Protection Principles. Definitions of
some major terms and the Six Data Protection Principles are summarized as follows for
reference. For detailed requirements of the Ordinance, please visit the website of Office
of the Privacy Commissioner for Personal Data
(“PCPD”): https://www.pcpd.org.hk/english/data_privacy law/code_of practices/code.
html.

(A) Definitions

Personal Data
* “Personal Data” means any data :
(a) relating directly or indirectly to a living individual (i.e. the “Data Subject”);
(b) from which it is practicable for the identity of the individual to be directly or
indirectly ascertained; and
(c) inaform in which access to or processing of the data is practicable.
- Examples: Name, telephone number, address, sex, age, academic and
assessment records of students, transcripts, occupation, salary,
photos, identity card number, medical records, etc.

Note 1 : Information under Part | are extracted from or made reference to the relevant guidance notes
and the Ordinance as provided by Office of the Privacy Commissioner for Personal Data.


https://www.pcpd.org.hk/english/data_privacy_law/code_of_practices/code.html
https://www.pcpd.org.hk/english/data_privacy_law/code_of_practices/code.html
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Data User
e any person or organization who is collecting, holding, processing or using the
personal data.

Data Subject
 the living individual who is the subject of the personal data concerned.
- Examples : Students, staff, alumni

(B) Six Data Protection Principles (DPP) of the Personal Data (Privacy) Ordinance

Data Protection Principle 1 — Purpose and Manner of Collection of Personal Data

* personal data shall be collected for a purpose directly related to a function and
activity of the data user;

* lawful and fair collection of adequate data;

*  data subjects shall be informed of the purpose for which the data are collected and to
be used.

Data Protection Principle 2 — Accuracy and Duration of Retention of Personal Data
» all practicable steps shall be taken to ensure the accuracy of personal data;
*  data shall be deleted upon fulfillment of the purpose for which the data are used.

Data Protection Principle 3 — Use of Personal Data
* unless the data subject has given prior consent, personal data shall be used for the
purpose for which they were originally collected or a directly related purpose.

Data Protection Principle 4 — Security of Personal Data
* all practicable steps shall be taken to ensure that personal data are protected against
unauthorized or accidental access, processing or erasure.

Data Protection Principle 5 — Information to be Generally Available
* formulates and provides policies and practices in relation to personal data.

Data Protection Principle 6 — Access to Personal Data

* individuals have rights of access to and correction of their personal data;

*  data users should comply with data access or data correction request within the time
limit, unless reasons for rejection prescribed in the Ordinance are applicable.
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Il. Good Practices in Handling Personal Data at Work

It is the responsibility of each part-time teaching staff member to observe and
comply with the requirements of the Personal Data (Privacy) Ordinance. Some of the
good practices in handling personal data are listed below. While the list is by no
means exhaustive, it contains essential guidelines which cover most of the situations in
daily work and should be adhered to. Each part-time teaching staff member should
stay alert and exercise greatest prudence in handling and protecting personal data under
all circumstances.

(A) What Should be Done to Safeguard Data

(@) All personal data must be kept in a secure place, for example, in lockable filing
cabinets or in rooms which can be locked when unoccupied. Files containing
personal data or portable device containing personal data should not be left open on
desks or unattended.

(b) Personal data stored on computers should be password-protected to prevent them
from unauthorized access.

(c) Files with personal data should not be sent via e-mail. If it is necessary to do so,
(1)  the files must be password-protected before they are sent out; and
(if)  the password should be conveyed to the recipient of that e-mail by phone or
via a separate e-mail.

(d) Personal/sensitive data should not be taken away from the working area, and should
not be stored in portable devices, such as USB. If it is necessary to do so,
permission must be obtained from the Division Head concerned, and security
measure including encryption of USB must be made to prevent it from data leakage.

(e) Documents or files containing personal/sensitive data must be put in a sealed
envelope marked “Confidential” with the name of the addressee clearly specified on
the envelope.

(f) Do not re-use paper or envelope containing personal/sensitive data.

(9) Documents/CD Rom disk and USB memory stick containing personal data must be
shredded/securely formatted before disposal to avoid recovery of the data.

(h) Remove USB from computer, exit system containing personal data or lock the
computer screen when away from the work station.
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(B) What Should be Checked before Sending E-mail

1. Correct email address of the recipient(s) ?
2. Files have been password-protected ?

3. Have already deleted any hidden worksheet/columns in excel file which are not
supposed to be sent to the recipient ?

4. Have already converted word or excel documents to pdf format to restrict
accessible personal data by the recipient ?

5. Have already deleted any attachment files which are not supposed to be sent out

when forwarding email to other recipient ?

In the event of data loss or leakage, the case must be reported to the School for
immediate attention and necessary follow-up action.

Human Resources Section
January 2018
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